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Joshua Speicher
Honors Proposal
Executive Summary

The World Wide Web is rapidly changing the way we do things, from how we keep in
touch with friends to how we conduct business transactions. Although it has become fairly
simple to develop and post an informational web page, the development of web sites that collect
data and/or restrict access to data is more complex. The proposed research will involve the
investigation of advanced issues related to security, firewalls, encryption, and data integrity and
will result in the implementation of a secure web-based data collection application that is

protected against hacking and intentional data corruption.

Background

The advanced work in this Honors Project will extend the knowledge and skills that I've
acquired in the following upper level courses: CPTR 353 Networking, CPTR 342 Web-Based
Programming, CPTR 349 Database Systems, and CPTR 448 Advanced Design and

Development.



In CPTR 353 Networking we learned about networks and how they work. We also set up
a small network in lab using Windows NT and Novell Network. This project will expand on the
Networking class by studying firewalls and how to fully secure data transfers between computers
and different networks. Networking class never made it far enough to study firewalls and how
then protect data from hackers. The database involved will need to be accessed from outside the
campus firewall. Therefore to complete the project the firewall must be setup in a way to allow
access only to the database and no other part of the schools servers.

CPTR 342 Web-based Programming was the study of how to create HTML documents
utilizing Perl and CGI. We created a mock database of CDs with MySQL and then created CGI
web pages that allowed users to sort, search, and then “buy” a selected CD. The CD Store
project used JAVA to verify user data inputted on HTML forms. This honors project will fully
extend this idea to include secure web pages, a larger more robust database, more robust data
verification, and user-friendly interfaces. The resulting application will be a real-world
application that will be put into actual operation. The idea of security will be emphasized
throughout this project as the main area of study.

CPTR 349 Database Management Systems is the study of databases and how to correctly
setup and query databases in SQL-99. This project will expand on the knowledge learned in
DBMS by creating a relational database using MySQL. The database that will be created must

have many constraints and advanced trigger commands programmed into it to make sure the data
will not be corrupted.

CPTR 448Advanced Design and Development teaches how to use and implement
- different software engineering techniques. We used the ideas taught to specify, design,

~ implement and document a project of large size. The honors project will expand on these ideas



by using the rapid prototyping technique of planning and implementation. This will result in
detailed Specifications, Requirements, and Implementation Documents that will aid in the
creation and maintenance of the project in question. Along with those documents there will be a

User Manual created to allow future updates and maintenance of the database.

Research

The main topic of research will be the network security and firewall setup. Within the
study of security the topics of encryption, password authentication, and hack-proof code will be
covered. These ideas will then be put to use in the application, the creation of the database with

the web front-end.

Application

The Lycoming chapter of Lambda Chi Alpha has been looking for an easy way to
maintain information about their alumni and active brothers. So far the only method they have
available to them is paper and pencil. This project is designed to give the local Chapter of
Lambda Chi Alpha the ability to store alumni and active brother information in an easy to use,
secure database. The database will be accessible and updateable from user-friendly web pages
on a secure server.

To make this idea possible this Honors Project will utilize the open source Unix Database
MySQL currently on Lycoming’s Unix Servers. In conjunction with MySQL the project will
implement CGI, Perl, and HTML web pages on a secure server behind Lycoming’s firewall,
which will allow users to access and make queries on the data stored in the database. There will

be extensive study into creating securely coded web pages and databases. The study on security
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will be extended to include firewalls and possible loopholes to close in the firewall so hackers
will not be able to utilize the web pages created to access sensitive data on Lycoming’s servers.
Requirements

The final project will be creating a database in MySQL, web pages to support the
database, and security features to protect the database. The database will contain information
about active brothers of Lambda Chi Alpha and alumni of Lambda Chi Alpha. Some of the
information contained within the database will be IB number, Name, Address, Email address,
Date of Graduation, Office Held, and Phone Number. Some other information might be added at
the request of the current chapter. To protect the data in the database triggers will be setup that
will make sure data input is of correct form and type. There will most likely be two tables, one
for active brothers and one for alumni brothers. The primary key for both these tables will be IB
number because this is unique throughout the fraternity.

The web pages created will be there to make the interface with the database easy and very
interactive. One of the pages created will allow the database administrator to update or modify
information about any brother. Another page will be setup exclusively to do searches on the
database. One such search would be to find brothers that live near you or brothers that graduated
at the same time. To allow the alumni to update the information in the database there will be a

way for them to submit new information to the database administrator.
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Requirements Document
Joshua Speicher

Iota Beta Zeta Chapter of Lambda Chi Alpha Member Database
With Web-based Front End

The proposed system is being designed to maintain permanent information about active
brothers and alumni of Lycoming College's Lambda Chi Alpha fraternity. A web interface will
provide restricted access to a secure database through an easy, interactive front-end.

The project will incorporate both MySQL database design and development with Perl,
CGI, JavaScript, and HTML web scripting to create an Alumni Database accessible and
updateable from the World Wide Web. The first part of the project will be to build the database
itself. The database will be created with MySQL, a free open source database currently on
Lycoming College’s UNIX server.

There will be four tables of information in the database. The data stored in the brothers
table will be the following: Zeta Number (IB), First Name, Middle Name or Initial, Last Name,
Surname, Address Line 1, Address Line 2, City, State, Zip Code, Initiation Date, Graduation
Date, Email Address, Current Status, and Phone Number. The Primary Key will be the IB or
Zeta Number. First Name and Last name will be Not Null while everything else can be set to a
NULL value. The brothers table is designed to hold only the current information pertaining to
that certain brother. The work table will hold the brother’s work information, such as place of
work, title, and the address of where the brother works. The BLdata table will hold only family
tree information which will be the brother’s big’s zeta number and his little’s zeta number.

Security passwords and usernames will be held in the username table. All the passwords will be

already encrypted in this table.




The database will be accessible from Iota Beta Zeta’s homepage located at

http://www.lycoming.edu/org/lca. Once at the database opening page the user will be asked for a

username and password. If the user hasn’t setup his username and password yet there will be a
link to another page where he can register. A password is required to secure data stored in the
database, to prohibit unauthorized access to addresses and phone numbers of our alumni. After
passing the log-in screen, the user will be able to change his information such as address and
phone number or search for the current information of anybody in the database.

If the user finds his information in the database to be incorrect he will be able to access a
corrections page where he can make corrections to his information and his only. The user will
also be able to remove all of his information except IB, First Name, and Last Name. This new
information will be updated automatically by the CGI script. The search page will be comprised
of a keyword search and a number of areas to browse through. The browse area will have the
following titles: First Name, Last Name, City, State, Initiation Date, Graduation Date, Field of
Work, Work State, and Work City. With these simple browses the user will be able to find
brothers he graduated with, brothers he was initiated with, and brothers who live or work near
him.

There are two other very important pages included in this project. The first is a page to
find lost usernames and passwords. The lost usernames or passwords page will be comprised of
a simple form where the user enters his email address. If the email address is found in the
database the user will be emailed his username and a temporary password that will have to be
updated to gain access to the database again. To change his password there will be a password

change page. This page will allow the user to change his password anytime. To do this the user



will have to enter his username, old password, and new password. Then the new password and
username will be emailed to the user for his records.

The web pages will all include the latest security measures. These measures include
password encryption, password authentication, and secure script-writing techniques. Everything
will be fully tested to ensure that the web pages and database will pose no threat to the college
community or those people who are included in the database itself.

Modification from Honors Proposal

The honors proposal spoke of firewall modification. This was not needed in the final
project as it was found that the database could be made secure enough with the current
configuration of Lycoming’s firewall. The CGI scripts are accessed the same way any HTML
web page would be accessed; there is no need to make changes to the security already present.

An administration page was to be incorporated into the final project, a page where the
administrator could modify user information and database information. This page was not
completed because of time constraints and because all administration can be done from the
UNIX environment. The user manual will address all administration techniques. The only thing
the administrator will have to do is add new brothers to the database so they can register and
change their own information. I plan on being the primary administrator for at least another

year, in which time I will program an administrator page for the administrator to follow me.
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Title: Alumni.cgi

Purpose: This CGI will display the welcome message and allow the user to login or link to the
registration page. If the user tried to register and gives the wrong username or password a link
will show up for forgotten passwords or usernames. After the user correctly logs in a menu page
will appear with three links, Password Change, My Information Page, and Search Page.

Security: This page has security for the password and username. All input from the HTML is
checked by a regular expression. In this case the regular expression checks to make sure the
input is only alphanumeric, only letters and numbers. The database interface is secure because
the password and username for the database is abstracted to another file outside the scope of the
HTML directory. Because the password and username for the database are outside the HTML
directory only the administrator can read it, nobody can read this file without logging into the
LCA UNIX account. The password is encrypted by the MDS5 algorithm before being
crosschecked with the encrypted password in the username table of the database.

Screenshots: Main Page

Iota-Beta Zeta
Alumni Database

If you have already registered you can
log in h:

. The Jota-Beta Zeta Ahunni Database is an online meeting place for brothers of Lamnbda
Chd Alpha at Lycoming College to stay in contact with each other. We all know liow
Password: | . hard it can e to-stay in touch after college, this database is intennded to help with that
' situation,” Stored within our database is the latest contact information for all initiated
brothers of Lambda Chi Alpha. 'We hope you enjoy this service and don't misuse it.

Usemare: |

New User Regjstration

Email Web Master | Back to Lambda Chi Alpha Web Site
The Alumni Database was created by Joshua Speicher

Menu

11



Iota-Beta Zeta
Alumni Database

To see and modify your user information ge to yuu;; ihfnnnptiuu

To Search the Iota-Beta Zeta Alumni Database o to the Se

Email Web Master | Back to Lambda Chi Alpha Web Site
The Alumni Detabese was created by Joshua Speicher




Title: forgot.cgi

Purpose: This page is designed to allow the user to find his forgotten username or password.
The user enters his email address into the form and hits submit. If he has registered with that
email address he will be emailed with his username and a new password to login to the database.
After he enters the site again he will be prompted to change his password.

Security: The security on this page consists of a full check of the email address entered. Email
addresses go through a thorough check for form, content, and special security characters.

Screenshot:

Iota-Beta Zeta
Alumni Database
Username/Password Lookup

If your forgot your Username of Password
Fill in your Email Address here and it will be emailed to you.
You will have to change your password because it will be changed!

l |

[ Submit J[ Reset]

Iota-Beta Zeta
Alumm Database
Username/Password Lookup

An email has been sent to you with the requested information

Main Alumni Page.
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Title: pass.cgi

Purpose: Pass.cgi is designed to allow the user to change his password. The user enters his
username, old password, and new password twice. His password is then changed for the next
time he logs in to the database.

Security: This page does pattern matching on all input. The username and passwords must be
all alphanumeric. The email address goes through a check for form, special characters, and
security checks. This security check on the email address is needed because the email function
in the CGI script interacts with the UNIX environment. If the user enters an email address with
UNIX commands embedded in it, the user could email himself sensitive data. The email address
check removes all security leaks that could occur from somebody trying to do this.

Screenshots:

lota-Beta Zeta Change Password

Username: [ |

Old Password: ‘ }

New Password: ‘ |

Retype New: { ]

lota-Beta Zeta Change Password

Your password has been updated.
You will have to sign in again to access any other pages.

Main Alumni Page.
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Title: myinfo.cgi

Purpose: My Info page is set up to allow the user the ability to update his information at
anytime. The user does this by changing or adding information to the form. After he is done he
will submit the changes to the CGI which will update all tables in the database.

Security: This page has full security on all fields, both with JavaScript and with pattern
matching. No illegal dangerous characters are allowed such as the “|” or the quote. Each field
has its own check; some fields must be all characters while others must have specific formats.

Screenshot:

spiker@spiker.com

(610) 678-4192

2605 Dalin Dr.

19609

765

(570) 321-4475

Computers, Software

1stFloor Wesley, LCA Side
Williamsport

Retum to Main Alumni Page | Go to the Search Page
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Title: regit.cgi

Purpose: Regit is short for register. This page allows alumni and active brothers to register for a
username to access the database. To do this they must supply their first name, last name, email
address, and password twice. After the user is identified by the database he is added to the
username table with his password encrypted and then emailed his username and password. The
user must already be in the brothers table of the database, this ensures that only initiated brothers
of Iota-Beta Zeta are allowed to register for access to the database.

Security: This page incorporates pattern matching on all fields. It also has JavaScript to assure
that all fields are filled in and the user agrees to the terms and conditions of the database. The
password is encrypted with MDS5 before being saved in the username table. The email address is
fully checked by a security algorithm.

Screenshot:

Welcome to the Iota-Beta Zeta Alumni Registration Page

You will be able to sign up for your username and password to access the Iota Beta Zeta Alumm directory and listings.

1. The data stored on the Iota-Beta Zeta Alumm page is to be used and viewed Only by Alumni of Iota Beta Zeta.
2. Nobody will be allowed to modify or change your information without your strict agreement.
3. Your information will be kept private for the use of Iota-Beta Zeta and its Alumni only.
4. Your information will not be sold by Iota-Beta Zeta to anybody.

Check this box if you agree to the terms above []

First Name |
Last Name |

|
|
Username | \
Email Address | |

Password |

Retype Password |




Title: search.cgi

Purpose: Search.cgi allows the user to search specific keywords or browse by categories to find
their old friends and brothers. The keyword search is limited to either first name, last name, 1B,
state, or city. And the browse categories are first name, last name, city, state, initiation date,
graduation date, field of work, work city, and work state. After browsing or searching to a list of
brothers, those brothers on the screen can be sorted by IB, first name, or last name. Once the
user finds somebody they want to know more about, they can click on that person’s IB to be
shown that person’s information. And by clicking on that person’s email address they can send
an email to that person.

Security: This page doesn’t require that much security. The password and username are
checked from the temporary cookie stored in memory against the username table. This cookie
will be deleted immediately when the user exits the browser. The keyword searches can only be
alphanumeric so no illegal searches can occur.

Screenshots:

Iota-Beta Zeta
Search

Return to Main Alumni Page | Go to the My Info Page | Main Search Page

17



Retumn to Main Alumni Page | Go to the My Info Page | Main Search Page
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Data Dictionary for lota-Beta Zeta Alumni Database

Name of Data
Element

Description

Narrative

Ica_data

Database containing four
tables:

brothers

work

Bl data

username

The whole Database containing all
information about Iota-Beta Zeta Alumni and
Active Brothers

brothers

Records:
ib
first name
last_name
middle name
surname
streetl
street2
city
state
Zip
grad
init_date
status
phone
email

Table in Database containing contact
information about brother, also includes
graduation date, initiation date, and status

work

Records:
ib
title
company
work_phone
work address
work_city
work_state
work_zip
fieldofwork

Table in Database containing current work
information about brother.

BLdata

Records:
ib
big
little

Table containing family tree information for
brothers in Iota-Beta Zeta

us€rname

Records:
ib
username
password

Table containing security information for
brothers registered to use database.

19



Name of Data Description Narrative
Element in
brothers table
ib 10-digit unsigned integer Unique number given to every initiated
brother of Iota-Beta Zeta. This is the
Primary Key for the Entire Database
first name 20 character string The First name of a brother, cannot be

NULL.

middle name

20 character string

The Middle name if specified of a brother.

last name 20 character string The Last name of a brother, cannot be NULL

suffix 5 character string Used to store titles like Dr. or surnames like
Jr.

streetl 50 character string First line of address

street2 50 character string Second line of address if needed

city 50 character string City or City and Country of address

state 2 character string The State of the address, or nothing if not in
USA

Zip 10 character string Postal Zip Code

init_data Date The initiated date of brother stored as
YYYY-MM-DD

grad 10-digit unsigned integer Graduation Date of brother stored as YYYY

phone 20 character string Current or last known phone number of
brother

email 80 character string Email address of brother

status 30 character string Current status of brother: Active, Alumni,

Missing or Deceased

Name of Data Description Narrative
Element in work
table

ib 10-digit unsigned integer Unique number given to every initiated
brother of lota-Beta Zeta. This is the
Primary Key for the Entire Database

title 20 character string Brother’s title at his work place

work phone 20 character string Brother’s work place phone number

fieldofwork 50 character string Brother’s Field of Work

work address 70 character string Address of Work Place

work city 50 character string City of work place

work_state 2 character string State or work place

work zip 10 character string Work place postal code

company 20 character string Company name of work place

20




Name of Data Description Narrative
Element in
BLdata table
ib 10-digit unsigned integer Unique number given to every initiated
brother of Iota-Beta Zeta. This is the
Primary Key for the Entire Database
big 10-digit unsigned integer Ib of fraternal big brother
little 10-digit unsigned integer Ib of fraternal little
Name of Data Description Narrative

Element in
username table

ib

10-digit unsigned integer

Unique number given to every initiated
brother of lota-Beta Zeta. This is the
Primary Key for the Entire Database

usemame

20 character string

Usemame of registered user

password

35 character string

MDS5 128 bit encrypted password of user,
stored as string of Hexadecimal code

21
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User Manual for maintenance of the
ITota-Beta Zeta Alumni Database

Table of Contents
Chapter Page Number
1. Logging into the Unix System 1
2. Working With X-Win32 2
3. Working With UNIX 3
4. Accessing MySQL 5
5. Getting Information From and Putting Information into the Database 6
6. Updating information in the Database 7

7. Restoring and Backing up the Database 8




Ch.1 Logging in to the UNIX System

The alumni database is completely set-up in the UNIX system of Lycoming College. To
do any maintenance on the alumni database you must first be logged into the system, for
example through X-Win32 or Telnet. First we will work through using X-Win32, the current
system interface found in all of Lycoming College’s computer labs. Then we will work on
gaining access to the UNIX account through Telnet, a program found in all Windows operating
systems.

To start X-Win32 go to the Start menu on a computer lab computer. Go to Course
Programs, Programming, and then X-Win32. A screen will open up with the X-Win login
screen. Enter our user account name here, LCA. The next screen will ask for the password.
Enter the password for the LCA account. If you do not know the password you can get it from
the Unix Administrator in the office of Communication Technology. Now you’re logged in to
the UNIX system “lyco.lycoming.edu”. The next chapter will explain how to work in X-Win32.

Some maintenance operations of the database and CGI scripts that interact with the
database cannot be done from the X-Win32 interface. To do these operations you must be using
a telnet-type program. The telnet program that comes with all Microsoft Windows operating
systems is easy to use. To access the LYCO system, go to the Start Menu and then Run. The
Run command prompt will pop-up. Enter this command here exactly, telnet lyco.lycoming.edu.
This command will open a telnet window to the LYCO server of Lycoming College, such as the
one in Figure 1. Now enter the account name, LCA. It will ask for the password. Enter the
LCA account password to see the welcome screen. Under the welcome text is some information
of interest, the last unsuccessful login and the last login for the account. You can use this

information to see if anybody was trying to hack into the account.
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CH. 2 Working with X-Win32

Now that you know how to login to X-Win32 you should begin familiarizing yourself
with its operations. At the bottom of the X-Windows interface you should see what looks like
Figure 2. There are two icons of major interest, the first being the third icon from the left. This
icon looks like a file cabinet, and opens the X-Win file browser. In this browser you will be able
to rename, change permissions, move, and open files in your UNIX account. The next important
icon is hidden in a menu above the fourth icon from the left, what looks like a paper and pencil.
This menu hides the Terminal icon which opens a Terminal window; a Terminal window is just
like a Telnet connection.

The file browser will look like Figure 3. In this case we are in the lcaSQL directory; this
directory contains all the files that are associated with MySQL and its set-up. The file browser
will allow you to easily change file permissions, open files to be edited, and copy files to
different directories. To open a file for editing simply right click on its icon and select OPEN
from the options. If you double-click on the icon it will try to run the file; this will not work
because the “.sql” files need to be run at the command prompt and the “.cgi” files need to be run

from a web browser.

Figure 3




CH. 3 Working with UNIX

The file browser will only allow you to do simple operations. To do more complex
operations you’re going to have to use the terminal window and UNIX commands. We’ll work
through a couple of very useful commands that you will have to know to work in UNIX. The
first is Is; Is is the same as dir in DOS. This command will give you a simple listing of files and
directories in the current directory. As with all commands in UNIX you can add options onto the
end of the command to make it do more. A useful combination is Is —al, this will give you all
files and directories, including hidden, with file permissions in front of the file name. File
permissions will be explained a little bit later.
Now that you know what directories and files are located in your current directory, you
may want to change directories. To do this you must use the cd command, which stands for
- change directory. The change directory command, ed, is combined with a directory name to
move into that directory. An example is cd public_html or more complex cd public_html/cgi-
- bin/alumni. The first command will move down one directory into the public_html directory,
-~ while the second command moves you all the way down to the alumni directory in the cgi-bin.
This is where you will find most of the scripts for the web pages of the database. To move up a
directory to the directory you just came from you add two periods to the cd command, which will

look like this “cd..” The Is and ed commands will look like Figure 4 in UNIX.



Figure 4

public_htnl sanp_dh

student 512 Rpr
student 2560 Feb [ ..
student 2325 Apr JTauthority
637 Rpr Hauthority
512 Apr 15 11 dt
3970 Jdan .diprofile
3 Apr o be my.oenf
Apr : +mrysql_histery
Jan 16:20 ,plan
RETY 15:58 .profile
Apr 12:3% .sh_history
5 Apr 08 11:49 alumsni,cnf
Har 11:31 leaSaL
Apr 0% 13:42 public.htnl
student Jan 18:94 sanp.db

[
4
1
1
1
1
1
1
1
1
1
1
3
4
61

drurr=sr-x
% cd lcaSiL
$ 1s

Backbip BrotherList,txt create_Bldata,sql  create_brother,sql create.user,sql create.vork,sql
1

Now that you can navigate through the UNIX file system and also know what is in the
directory your in, you should be able to move the lcaSQL directory off the main LCA directory.
The contents should be the same as the last line in Figure 4. To open a file for editing in UNIX
you can use the pico editor. To open files with pico simply add the file name to the end of pico.
So, to open the create_work.sql file, type pico create_work.sql and the file will open in the pico
editor. There are commands at the bottom of the pico screen; you will have to familiarize
yourself with these commands to do anything in pico. To see the pico screen look at Figure S on

AP

the next page. The in front of each command stands for “ctrl”, so to save the file you would
hold down the ctrl key and then hit O.
Then to exit you would hold down the ctrl key and hit X. You should be able to get the basic

idea very quickly.




Figure 5

Create Table work(
ib INT UNSTGHED HOT HULL PRIMARY KEY,
title VARCHAR{20) RNuLL,
work.phone YARCHAR(20) NULL.,
fieldofuork VARCHAR(SR) NULL,
vwork_address YHRCHAR(70) RULL,
vork.city YARCHAR(S0) NULL,

wiip VARCHERCLOY NULL,
conpany VARCHAR{40)} MULL

Get Help Hritelut i Cut Tent 4 Lur Pos
23 Exit &5 Justify . is 3 UalLut Tent To Spell

If you need to know more UNIX commands than the ones described here, go to the web.
There are many web sites set-up that do nothing more than list UNIX commands and what they
do. We will now move on to working with MySQL in UNIX.
CH. 4 Accessing MySQL

To access MySQL you must login through the UNIX system. To login to MySQL type
mysql —u lca —p Ica_data at the command prompt in UNIX. This will show the screen in Figure
6. The —u means you’re supplying the user name, in this case lca. And the —p means you’re
using a specific database, in this case Ica_data. Always use this means of logging into MySQL,
that way you will always access the correct database. After you hit enter to send the command, it

will ask you for the password. Simply type the password in to gain access to MySQL.

Figure 6

‘% mysql -u lca -p lca_data

nter passvord:
 Reading table infornation for conpletion of table and column nanes
Yo can turn off this feature to get a quicker startup with ~A

'Helcome to the MySOL monitor. Comnands end mith § or \g.

Your HySOL connection id is 67 to server version: 3.22.32
 Type “help” for help.
 nysql> |




CH. 5 Getting Information From and Putting Information into the database
After logging in you can modify or query any of the tables in the lca_data database. We

will discuss making tables and backing up data in the next chapter. To query a table you will
have to use the SELECT statement. A simple SELECT statement to find all brothers with last
names starting in “S” looks like this:

SELECT first name, last name

FROM brothers

WHERE last_name like “S%”;
Try typing this command at the MySQL prompt. You should see a list of all the brothers with
last names starting with “S”. There are three basic parts to a SELECT statement, the first line
asks for what fields you want to retrieve from the table. The second line specifies what table or
tables you want this data from. And the third line limits the select statement to specific values, in
this case any last name that starts with “S” with anything after it. The “%” means anything, so if
you typed “Spe%”, the returned results would be all brothers with last names starting with “Spe”.
Capitalization does not matter in any SQL statement. To find a specific value, replace the “like”
with an equal sign, “=". To find out about more complex SELECT statements I suggest either
searching the web or going to the library and reading the book titled MySQL by Paul DuBois.

Another useful command in MySQL is DESCRIBE. We use DESCRIBE to describe

what tables are comprised of. If we enter DESCRIBE brothers at the command prompt it will
show a description of the brothers table. This is useful information to know when we want to
add another brother to the table; we will need the exact field names. To add a brother to the
brothers table you will have to use the following command:

INSERT INTO brothers (ib, first_name, last name)

VALUES (773, “Joshua”, “Speicher”);

This command will insert the IB 773, first name “Joshua”, and last name “Speicher” into the

brothers table. You will have to do this for all new initiated brothers. You must remember that



the IB must be unique; if not, the INSERT statement will give you an error. To add other
information like address or phone number, simply add the field names after last name and add
the values after the last name. Always separate values and field names with commas, and add
quotes around values that are varchar, or alphanumeric.
CH. 6 Updating Information in the Database
To update a brother’s information, say if a brother changes his email address, you will

have to use the UPDATE statement. To update the email address for a brother use this
command:

UPDATE brothers

SET email = “name@dot.com”

WHERE ib = 773;
This statement will change the brother with IB 773 email address to “name@dot.com.” You can
also modify many brothers information at once. Say you want to change the status of recently
graduated seniors; you can change the above statement to look like this:

UPDATE brothers

SET status = “alumni”

WHERE grad = “2002”;
This will update every brother who graduates in 2002 to alumni status.
CH. 7 Restoring and Backing up the Database

Making backups of the database is a must, and should be done on a weekly to biweekly

basis. To do such a backup you must be logged into UNIX from Telnet. Go to the lcaSQL
directory and then the BackUp directory in the leaSQL directory. To do this you can type cd
lcaSQL/BackUp right after you log in. To make a backup of the database and its table design,

you will have to use the mysqldump command from the UNIX prompt. Type mysqldump --

add-drop-table --add-locks lca_data > lcaDataBackUp at the command prompt to make a full



backup of the database and all information contained within. The file created will look similar

to, but not the same as, Figure 7. gf

Figure 7

tahle

a URLUF
a UALAUE

Ldata

10 Bhdata

# Tahle structure for tahle “hrothers’

AULT ‘6@ NOT MULL.

» DEFAULT 7’ HOT MHULL.

The file created with mysqldump will allow you to restore the database if it would ever
be deleted. Now to restore the backup of the database you will have to use the following
command, mysql —u lca —p lca_data < IcaDataBackUp. 1t will ask for the password, type the
password in to complete the restore. The database will be fully restored to the exact same
condition it was in at the last backup. This is why it is so important to backup the database on a ‘

regular schedule.
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