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Setting up Multi-Factor Authentication (MFA) using the
Microsoft Authenticator App and Resetting Your Password

Before you begin, you should have two devices available: one that will allow you to
be on a browser and a smart device that you will download the app to.

1) Visit portal.office.com

2) Enter your Lycoming email address. Click Next. Enter your password. Click

Sign in. Both of these were provided to you in the email correspondence from
Academic Services.

B Microsoft [l LycominG
COLLEGE
Sign in « @lycoming.edu

@lycoming.edy Enter password

Back @ got my passwor

3) Sign in dialogue:

Enter your Lycoming College email account (username@lycoming.edu) and
click Next.

= Microsoft
Sign in

Fn-ju phone, or Skype

No account? Create one!

Can't access your account?

Q Sign-in options

4) Enter password dialogue:
Enter your Lycoming College password and click Sign in.

LYCOMING
]L COLLEGE

< @lycoming.edu

Enter password

Forgot my password
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5) More information required dialogue:

6)

7)

8)

Click Next
[l Lrcoming
COLLEGE
@lycoming.edu
More information required
Your organization needs more information to keep
your account sex
e a different account
Next
. . .
My Sign-ins page:

In the new dialogue that opens Click Download App. A new tab will open with
QR codes which can be scanned with your smartphone camera — taking you
to the app store for your device to install the Microsoft Authenticator App
(Step 7 below). After the app is installed on your smartphone return to the My
Sign-Ins tab and click Next (move to step 8).

Keep your account secure

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft L\LU\:—"HH,:(C'G:'F

After you install the Microsoft Authenticator app on your device, choose "Next

thenticator af

L want to set up a different method

New Tab

Scan the QR code with your smartphone for your device type, and follow the
directions on your smartphone to install the app. This tab can be closed once
the appisinstalled (return to step 6).

My Sign-ins page:
A page will display to begin setting up your account. Click Next.

Keep your account secure

Microsoft Authenticator

[Set up your account ]

If prompted, allow notifications. Then add an account, and select "Work or school

Back @

| want to set up a different method
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9) My Sign-ins page:
A page will display with a QR code, you will scan this with the Microsoft
Authenticator app - keep this page open.

Keep your account secure

Microsoft Authenticator

Ecan the QR code |

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose “Next”.

Can't scan image?

10) Microsoft Authenticator app:
Open the Microsoft Authenticator app on your smart phone.
Click the + to add an account, on the next screen select Work or school
account, Click Scan QR code, this will activate the camera on your smart
phone, point your smart phone at your computer screen to scan the QR code
(in the step above).

1:39 = -
= Authenticator < Add account Addl account Scan QR code
WHAT KIND OF ACCOUNT ARE YOU ADDING? WHAT KING OF ACCOUNT ARE YGU ADDING?
[ |
| Wi oot
[ |
[T R —— ;
Other (Google, Facebook, ete.) Qther [Google, Faceook, ele)
. Add work or school account
Ready to add your first account?
Any Microsoft account or other type of Sign in
aceount you add will appear here
Scan QR code
Cancel

Or enter code manually

11) Microsoft Authenticator app:
Your Microsoft account is now added to your Microsoft Authenticator app.

11:40

= Authenticator

lE Lycoming College
Blycoming.edu
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12) My Sign-ins page:
Go back to your web browser, and click Next.

Keep your account secure

Microsoft Authenticator

Ecan the QR code ]

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next*.

Can't scan image?

13) My Sign-ins page:
You will now be prompted to try the Microsoft Authenticator and given a

code.
Keep your account secure

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

Back

14) You will receive a notification on your smart phone. Enter the code that was
given to you in the previous step and select YES.

1141

= Authenticator

Iﬂ Lycoming College
Blycoming.edu

Are you trying to signin?
Lycoming College
2lycoming.edu

Enter the number shown to sign in.

No, it's not me Yes

11:41

= Authenticator

m Lycoming College
2lycoming.edu

Are you trying to sign in?
Lvcoming College
#lycoming.edu

Enter the number shown ta sign in.

1 2 3
4 s D
A )

0 &

95

No, it's not me °

1 2 3
ABC ) | DEF

4 5

GHI ) JKL . MNO
7 8 9
0 &
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15) My Sign-ins page:
You will be prompted Notification approved, click Next.

Keep your account secure

Microsoft Authenticator

v

16) My Sign-ins page:
You have completed adding the Microsoft Authenticator app as a sign-in

method. Click Done.

Keep your account secure

Success!

Notification approved

L

Back @

Microsoft Authenticator app was successfully
registered

Wed, 21 Feb 2024 16:41:46 GMT

Ereat job! You have successfully set up your security info. Choose "Done" to continue signing m]

Default sign-in method:

2\
Microsoft Authenticator

)
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