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First-Year Students: Initial Instructions for Setting up Multi-Factor
Authentication (MFA) using the Microsoft Authenticator App
and Resetting Your Password

Before you begin, you should have two devices available: one that will allow you
to be on a browser and a smart device that you will download the app to.

1) Visit portal.office.com

2) Enter your Lycoming email address. Click Next. Enter your password. Click
Sign in. Both of these were provided to you in the email correspondence from
Academic Services.
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3) More information required dialogue:
Click Next
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More information required

n needs more information to keep

4) My Sign-ins page:

In the new dialogue that opens Click Download App. A new tab will open with
QR codes which can be scanned with your smartphone camera - taking you
to the app store for your device to install the Microsoft Authenticator App
(Step 5 below). Use the appropriate QR to get the correct authenticator
app. Note: In the Apple Store, if you search “Microsoft Authenticator,” the
first app is a sponsored app, not the official app. After the app is installed on
your smartphone return to the My Sign-ins tab and click Next (move to step
o).

Your o
your a

Keep your account secure

Microsoft Authenticator

a Start by getting the app

- On your phone, install the Microsoft Authentical

After you install the Microsoft Autt

I want to set up a different method
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5) New Tab
Scan the QR code with your smartphone for your device type, and follow the

directions on your smartphone to install the app. This tab can be closed once
the appisinstalled (return to step 4).

6) My Sign-ins page:
A page will display to begin setting up your account. Click Next.

Keep your account secure

Microsoft Authenticator

ISet up your account

If prompted, allow netifications. Then add an account, and select "Work or school”.

Back @

| want to set up a different method
7) My Sign-ins page:
A page will display with a QR code, you will scan this with the Microsoft
Authenticator app — keep this page open.

Keep your account secure

Microsoft Authenticator

lScan the QR code ]

osoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator

Can't scan image?

= [
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8) Microsoft Authenticator app:
Open the Microsoft Authenticator app on your smart phone.
Click the + to add an account, on the next screen select Work or school
account, Click Scan QR code (DO NOT use Sign-in option), this will activate
the camera on your smart phone, point your smart phone at your computer
screen to scan the QR code (step 7).

1:39
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= Authenticator < Add account Sean QR code

ﬂ Cther Giwogle. Facsoook, etc.)

Add work or schoal account

Ready to add your first account? Signin

Any Microsoft account or other type of
account you add will appear here @

Cancel

O enter code manually

() When you ave signed in with you: persensl seceunt, all
stored pasmacros, adoressas, anc athar aucil infe wil

9) Microsoft Authenticator app:
Your Microsoft account is now added to your Microsoft Authenticator app.

uthenticator

@ Lycoming College
Blycoming.edu

10) My Sign-ins page:
Go back to your web browser, and click Next.

Keep your account secure

Microsoft Authenticator

Kcan the QR code )

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account

After you scan the QR code, choose "Next”

Can't scan image?

1) My Sign-ins page: - @B
You will now be prompted to try the Microsoft Authenticator and given a
code. Keep your account secure

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to | | |aip by entering the number shown below

Back
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12) You will receive a notification on your smart phone. Enter the code that was
given to you in the previous step and select YES.
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Are you trying to sign in? Are you trying to sign in?

Enter the number shown 1o sign in. Enter tha number shown 1o sign in
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13) My Sign-ins page:
You will be prompted Notification approved, click Next.
Keep your account secure

Microsoft Authenticator

Notification approved

v

14) My Sign-ins page:

You have completed adding the Microsoft Authenticator app as a sign-in
method. Click Done.

Microsoft Authenticator app was successfully
registered

Keep your account secure

Wed, 21 Feb 2024 16:41:46 GMT

Success!

k‘.‘ne—a! job! You have successfully set up your security info. Choose "Done” to continue signing M

15) Office 365 Account Dashboard:

Click through the three introductory slides and then toward the top right-
hand corner, click your initials or profile picture.

Default sign-in method:

£
() Microsoft Authenticator
-

~ € Home | Microsoft 365 x +

Yy @ ES3 OO

€ C M 2 microsoft365.com/?auth=2

L search

Home
Install apps
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16) Office 365 Account Dashboard:
In the dialogue box that opens click View Account.

Lycoming College Sign out

Chris

CC @lycoming.edu

7, ) Signin with a different account

17) My Account Tab:
On the new tab that loads, in the menu on the left, click Password

| & overview
£ security info
O Devices
) Organizations
£33 Settings & Privacy

& My sign-ins

18) My Account Tab:
Enter your old password (the password provided in your credential email),
then create and confirm your new password. Click Submit when finished.

Your password must meet these requirements:
e Atleast12 characters in length. Password phrases
are strongly encouraged.

Change password

User ID

@ycoming edu e Must not be a reuse of one of your last 3 passwords.
Old password
e Must never be stored in clear text (e.g. Notepad,
Excel, or Word files); hard coded; or written down
s on paper. ITS suggests the use of the LastPass
( ] password manager to generate, store, and organize
a user's credentials (www.lastpass.com).

Create new password

19) My Account Tab:
Enter your newly created password, then click Sign in.

LYCOMING
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@lycoming.edu
Enter password
Forgot my password

Sign in with another account
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20) My Account Tab:

You will be prompted to approve the sign in by entering the code displayed
on the screen into the Microsoft Authenticator App on your smart device.

LYCOMING
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Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

87

No numbers in your app? Make sure to upgrade to
the latest version.

\j Don't ask again for 14 days
| can't use my Microsoft Authenticator app right now
More information
21) Stay signed in dialogue:
Click NO
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Stay signed in?

Do this to reduce the number of times you are asked

to sign in.

f, Don't show this again

°m
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